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RECENT ALERTS: TECHNOLOGY AND OPERATIONS

FINRA’S FINAL ELECTRONIC COMMUNICAITON GUIDANCE INCLUDES TEXTING AND INTERNAL E-MAILS (12/10/07)

FINRA issued its final guidance on “Supervision of Electronic Communications” based on its June 2007 proposal.  Responding to comment letters, FINRA reiterated what it called its “principle-based” guidance.  FIRNA stressed that the duty to supervise electronic communications is based on the content and audience of the message, not its form.  Consequently, all forms of electronic communication, including text messaging, weblogs, podcasting, e-faxes, and home e-mails, fall under a member firm’s duty to supervise.  FINRA also indicated that a firm should consider reviews of internal communications especially those relating to conflicts of interest, research reports, proprietary trading desk activity, and customer complaints.  The Guidance offers principles for review methods, the persons responsible for conducting reviews, and recordkeeping. 

Our take:  FINRA’s guidance expands a firm’s obligations because no communication is per se excluded.  Instead, a firm must examine all communications in all forms to make a determination whether its policies ensure compliance with the securities laws and FINRA rules.

http://www.finra.org/web/groups/rules_regs/documents/notice_to_members/p037553.pdf
SEC PROVIDES NO-ACTION LETTER TO TRADING SYSTEM THAT RECEIVES TRANSACTION-BASED COMPENSATION (12/4/07)
The staff of the SEC’s Division of Trading and Markets (fka Market Regulation) provided a No-Action Letter to an electronic messaging system that connects institutional purchasers with participating fixed income dealers even though the sponsor of the messaging system will receive transaction-based compensation.  The No-Action Relief was based on Rule 15a-6 which exempts foreign broker-dealers from registration.  The system’s sponsor is a consortium of large fixed income dealers.  The system allows institutional investors to access a stream of indicative quotations in fixed income securities and ultimately accept a quotation.  Transactions will occur outside the system in the ordinary course.  The sponsor will charge the dealers an access fee and a transaction fee based on the amount transacted.

Our take:  Although this No-Action relief took advantage of the foreign broker-dealer exemption, we wonder how Trading and Markets would respond to a request from a US-based messaging system that similarly charged transaction-based compensation.   Why would the domicile of a system that can be accessed anywhere in the world determine whether an exemption from registration is available?
http://www.sec.gov/divisions/marketreg/mr-noaction/2007/liquidityhub112807-15a6.pdf
OCIE OFFERS RISK MANAGEMENT PRIORITIES AND BEST PRACTICES (12/3/07)

In a recent speech, Mary Ann Gadziala, Associate Director of SEC’s Office of Compliance Inspections and Examinations, listed the risk management controls that OCIE would evaluate when conducting an examination of a broker-dealer’s risk management program.  These include internal audit; role of senior management, market risk; funding, liquidity and credit risks; operational risks including checks/balances, and legal and compliance risks.  She also described the best practices that OCIE has observed during examinations: senior management involvement; comprehensive internal audit; separate group focused on operational risk; limits on market risk; review of credit and counterparty risk;  and a process for continually updating polices and procedures.  She also noted the importance of avoiding the “silo effect” whereby a firm fails to integrate risk management into its ongoing business activities.

Our take:  Although Ms Gadziala’s speech was made to a group focused on broker-dealers, the risk management principles she recommends are equally applicable to funds and advisers.  Additionally, the speech gives risk management professionals some insight about OCIE’s concerns and examination priorities.
http://www.sec.gov/news/speech/2007/spch112807mag.htm
SEC AND FINRA TO HOLD BD COMPLIANCE SEMINAR ON MARCH 7
The SEC and FINRA announced that they will hold the first national seminar as part of the newly launched CCOutreach BD program on March 7 at SEC headquarters in Washington.   Registration will begin in early January.  Input is sought on relevant topics which may include sales practices, trading issues, debt securities, conflicts of interest, new products, customer information, compliance reviews, and regulatory examinations.  The regulators recently created the program on the heels of a similar program for adviser and fund CCOs.  

Our take:  Although the CCOutreach program may not have provided a great deal of detail to experienced CCOs, it did provide some insight into the mind of the regulator and the topics about which the SEC was most concerned.  

http://www.sec.gov/news/press/2007/2007-244.htm
http://www.sec.gov/info/bdccoutreach.htm
FINRA PROPOSES GUIDANCE FOR INTERNATIONAL PRIME BROKERAGE (11/27/07)
FINRA has issued a Regulatory Notice soliciting comments on proposed guidance and practices for International Prime Brokerage.  In its Notice, FINRA seeks to extend the requirements applicable to domestic prime brokerage arrangements outlined in a 1994 No-Action Letter to the SIA (nka SIFMA).  The guidance allocates responsibility for confirms, settlement, books/records, and documentation.  Most significantly, the guidance states that the cash omnibus account held at the International Prime Brokerage Custodian should be treated as a customer account for purposes of Rule 15c3-3 (net capital).  Also, the Guidance states that credit balances for short sales should remain in a separate omnibus account in order to protect the custodian from customer risk resulting from foreign customers that do not have to deposit margin because foreign brokers do not have to comply with Regulation T.

Our take:  Foreign prime broker arrangements may be used to avoid some of the more rigorous US regulatory strictures such as Regulation T.  Reconciling international arrangements with US requirements will bring the entire industry into competitive balance.  Nevertheless, we are unsure whether FINRA has the jurisdictional muscle to make this happen.
http://www.finra.org/web/groups/rules_regs/documents/notice_to_members/p037521.pdf
CONTINUING EDUCATION COUNCIL RELEASES FIRM ELEMENT ADVISORY (11/21/07)

The Securities Industry/Regulatory Council on Continuing Education released a Firm Element Advisory identifying topics for inclusion in Firm Element training.  Among newly identified topics include addressing errors in SAR reports, conducting enhanced due diligence on foreign correspondent accounts, non-cash compensation and advertising for municipal securities, revised 2790 rules (new issues), sales practices for seniors, and supervision of newly associated Reps.  Some of the updated topics concern review of correspondence and e-mail communications, performance advertising, customer account transfers, gifts and entertainment, life settlements, and variable annuity sales practices.

Our take:  Although the topics described in the Advisory are “recommended” and not mandatory, compliance officers should assume that a FINRA examiner will be looking for these modules when reviewing Firm Element training.
http://www.cecouncil.com/publications/council_publications/FEA_2007_Semi_Annual_Update.pdf
FINRA REQUIRES EXTENSIVE BACKGROUND CHECKS BEFORE HIRING REPS (11/15/07)

FINRA recently issued NtM 07-55 reminding member firms of their obligations to conduct background investigations of prospective employees.  FINRA cited NASD Rule 3010(e) requiring an investigation into the character, reputation, qualifications, and experience of a job applicant.  FINRA noted that 3010(e) does not limit a firm’s scope of required background information.  Most significantly, the NtM requires a firm to investigate statements made on a Rep’s U4 and not just rely on the statements themselves.  The NtM also recommends conducting private background checks and obtaining credit reports and reference letters.  FINRA also suggests that firms review NtM 97-19’s “best hiring practices” which would include an extensive background interview with the applicant.

Our take:  FINRA is telling firms that the “bad apple” defense may not suffice in a regulatory action unless the firm conducted ample due diligence during the hiring process.  
http://www.finra.org/web/groups/rules_regs/documents/notice_to_members/p037480.pdf
SEC STAFF PROVIDES FAIR VALUE GUIDANCE ON LOANS (11/7/07)

The SEC recently issued guidance for the fair valuation of written loan commitments including mortgage loans.  In Staff Accounting Bulletin 109, the SEC staff expressed its view that the expected cash flows from servicing rights and related fees should be included in the fair value measurement, but the servicing asset/liability should not be recognized for accounting purposes as a distinct asset unless contractually separated from the underlying loan.   The SEC staff also expressed its view that internally-developed intangible assets (e.g. customer relationship) should not be included in a fair value calculation.  Recognition of such asset would only be appropriate in third-party transactions such as a business combination.
Our take:  The SEC is under pressure to issue specific fair value guidance on assets such as mortgages and other types of loan commitments.  This SAB clears up some confusion with respect to servicing rights.

http://www.sec.gov/interps/account/sab109.htm
FINRA EXPELS FIRM FOR AML VIOLATIONS (11/6/07)
FINRA expelled a firm from membership for systemic violations of Anti-Money Laundering rules.  According to FINRA, the firm failed to investigate “red flags” and failed to file Suspicious Activity Reports, which allowed the firm to be used as a haven for criminal activity.  FINRA noted that the firm should have been alerted by the “hallmarks of suspicious activity” including journaling of securities into accounts followed by immediate liquidation, unexplained wire activity to tax havens, and large unexplained deposits.  The firm also failed to follow up on exception reports from clearing firms.

Our take:  AML continues to be a significant FINRA focus.  Firms must have policies and procedures to identify “red flags,” investigate them, and file SARs.  
http://www.finra.org/PressRoom/NewsReleases/2007NewsReleases/P037394
DOL ISSUES LM-10 FAQs; CLARIFIES INVESTMENT MANAGER OBLIGATIONS (11/5/07)
The Department of Labor recently issued responses to Frequently Asked Questions about Form LM-10, which requires employers and their agents to report financial dealings with union officials and their agents.  LM-10 often implicates investment managers as agents of either the employer or the union with respect to Taft-Hartley plans.  FAQ 7(A) confirms that reporting is not triggered simply because an investment manager provides services to both an employer and its employees’ Taft-Hartley Plan.  Nevertheless, reporting would be required if the payments were because of the relationship.  Firms should also ensure reporting of marketing activities that benefit union trustees for plans to which the firm is marketing investment services.

Our take:  LM-10 requires reporting of seemingly innocuous payments intended to exert influence on decision-makers.  A firm that works with Taft-Hartley plans should have specific LM-10 policies and procedures.

http://www.dol.gov/esa/regs/compliance/olms/LM10_FAQ.htm
BD FINED $370,000 FOR FAILING TO INCLUDE NEGATIVE INFO ON U4s/U5s (10/29/07)
FINRA censured and fined a large broker-dealer for failing to make accurate and timely U4 and U5 filings.  The firm consistently failed to disclose reportable customer complaints, regulatory actions, and criminal activity as required by FINRA rules.  The firm also failed to file termination notices.  Additionally, filings were consistently late.

Our take:  Firms are reluctant to include negative information on U4s and U5s because of litigation concerns or because they want to protect a broker’s reputation.  FINRA wants to make BrokerCheck a real tool for assessing the background of registered reps.
http://www.finra.org/PressRoom/NewsReleases/2007NewsReleases/P037245
FINRA PODCAST OUTLINES EXAM PRIORITIES AND PITFALLS (10/25/07)
In a recent podcast titled “Improving Examination Results,” FINRA laid out its top exam priorities and some advice on avoiding pitfalls.  The exam priorities include Anti-Money Laundering, protection of customer data (esp. on-line accounts), suitability (esp. hedge funds, structured products, and variable insurance products), supervisory structure, and transaction reporting (esp. fixed income).  To avoid common pitfalls, FINRA suggested that with respect to supervisory structures, a firm should consider the “Who/What/When/How” of assigning responsibility and the importance of reviewing the activity of producing managers.  FINRA also directed firms to consider Section 311 of the PATRIOT Act when designing AML procedures.  Also, FINRA reiterated the importance of Business Continuity Plans.

Our take: FINRA exam priorities have remained fairly consistent.  Firms should spend some time examining their suitability procedures for hedge funds and variable annuities, which FINRA has raised several times.  FINRA also never fails to mention AML and BCP.  We particularly like the “Who/What/When/How” methodology when designing supervisory procedures.
http://www.finra.org/RulesRegulation/ComplianceTools/FINRApodcasts/index.htm
ACATS AND FUND/SERV TRANSFER TIMES REDUCED TO ONE DAY (10/23/07)
The SEC approved a modification of NSCC rules to shorten ACATS transfer times from three business days to one business day.   The new rule also affects ACATS Fund/SERV transfers by shortening from four days to one day the time period that mutual fund processors have to respond to reregistration requests.   ACATS – Automated Customer Account Transfer Services – is a facility that enables NSCC members to effect automated transfers of customer accounts.  ACATS Fund/SERV allows for the transfer of mutual fund assets.  NSCC and FINRA cited industry practice and improvements in technology as reasons for the change.

Our take:  Most industry participants supported the changes (e.g. only one negative comment letter).  Reducing transfer times helps clients and facilitates easier asset transfers.   

http://www.sec.gov/rules/sro/nscc/2007/34-56678.pdf
http://www.sec.gov/rules/sro/finra/2007/34-56677.pdf
FINRA PROPOSES ADDITIONAL DISCLOSURE FOR BOND TRADES (10/17/07)
FINRA had filed a proposed rule change that would require members to provide to non-institutional customers additional information with respect to trades in TRACE-eligible securities (e.g. corporate bonds).  Under the proposal, the member would have to provide information about mark-up, credit rating, principal/interest, yield to maturity, call provisions, and last-sale information.  The information would supplement any information provided in a Rule 10b-10 confirmation.  A member would also have to make available a FINRA-authored document titled “Important Information You Need to Know about Investing in Corporate Bonds.”  The proposal emanates from FINRA’s concern about increased individual investor participation in the corporate bond market.

Our take:  Doesn’t Rule 10b-10 and Section 17(a)(2) of the Securities Act already require a member to disclose all material information about a securities trade?  This may be a burdensome solution in search of a problem.

http://www.sec.gov/rules/sro/nasd/2007/34-56661.pdf
DONOHUE SAYS THAT SEC WILL REVAMP ADV (10/15/07)

In a recent speech, Andrew Donohue, Director of the Division of Investment Management, indicated that a complete re-working of ADV Part II would be one of the SEC’s priorities for investment adviser regulation.  He said that the SEC would re-propose the 2000 proposal changing ADV Part II from a check-the-box form with continuation sheets to a more narrative disclosure format.  Additionally, he said that he expected that the new form would be filed electronically and be available to the public.  He indicated that the SEC would address prior concerns about keeping information current and ensuring sufficient disclosure about advisory personnel.  Separately, he indicated that the SEC would offer guidance about electronic books and records retention and Board review of soft dollars.

Our take:  The changes to ADV Part II are long overdue.  The document is difficult to use and access for both advisors and their clients.  A more electronic based narrative will enhance effective disclosure to the benefit of all users.
http://www.sec.gov/news/speech/2007/spch100107ajd.htm
BD FINED $7.5 MILLION FOR FAILING TO FIX CONFIRMS AFTER NEARLY 5 YEARS (10/11/07)
The SEC fined a large broker-dealer $7.5 Million for failing to provide accurate confirmations in compliance with Rule 10b-10 in connection with fixed income securities.  Certain financial advisors brought to management’s attention in 2000 that fixed income confirmations included incorrect yield information and ratings data.  The problems continued without adequate resolution for several years.  An internal task force launched in 2003 failed to resolve the issues due to insufficient accountability, lack of management oversight, and insufficient resources.  According to the SEC, after a year on the job, the Task Force fixed only 20 of 43 issues that it identified.  The BD failed to correct the problems until a 2004 SEC investigation.  The SEC cited violations of Rule 10b-10, which requires all confirms to include yield information and the BD’s role (i.e. agent or principal).  The SEC also cited violations of MSRB rules.  In addition to the fine, the BD must retain an Independent Consultant.
Our take:  This is a case of allowing a small problem become a big problem.  The 10b-10 violations alone would not likely bring down such SEC wrath.  We speculate that the big fine was imposed because the firm knew for several years of the noncompliant confirms but failed to remedy the situation.   Motion without progress in connection with fixing known compliance issues will not satisfy the regulators.
http://www.sec.gov/litigation/admin/2007/34-56634.pdf
COMPLIANCE RULE VIOLATED BY ADVISER/CCO WHO FAILED TO CUSTOMIZE PRE-PACKAGED MANUAL (10/5/07)
The SEC censured and fined an investment adviser and its CCO because the pre-packaged compliance manual purchased from a compliance outsourcing firm were not reasonably designed to prevent violations of the Advisers Act.  The pre-packaged manual, which was designed for use by a discretionary money manager, did not address the conflicts of interest inherent in Respondent’s pension consulting business.  Rule 206(4)-7 of the Advisers Act requires a registered investment adviser to adopt policies and procedures reasonably designed to prevent violations of the Advisers Act.  The Adviser had purchased a stock procedures manual and crossed out some sections.    The SEC charged that the firm failed to undertake adequate efforts to identify risk factors applicable to its business.  The CCO (who was also the firm’s founder and principal) was barred from associating with any firm in a compliance capacity.

Our take:  Merely having a compliance manual will not satisfy the Compliance Rule.  A firm must consider its specific business and its risks and draft a manual tailored to its business.  Perfunctory compliance is a red flag to the SEC that a firm does not take seriously its risk management obligations.
http://www.sec.gov/litigation/admin/2007/34-56612.pdf
RELIEF FROM CUSTODY RULE TO FORWARD CLIENT PROPERTY RECEIVED FROM THIRD PARTIES DIRECTLY TO CLIENT (10/2/07)

The SEC Division of Investment Management recently issued a No-Action Letter allowing investment advisors to forward inadvertently received client assets to the client or its custodian rather than return the assets to the sender.  As the custody rule (206(4)-2) is written, an investment adviser must return any client property received from a third party back to the sender.  In its no-action request, the Investment Adviser Association argued that sending property back to the third party puts the assets at further risk and delays receipt by the client.  The IAA cited three scenarios: client tax refunds, class action lawsuit materials, and stock certificates especially arising from a class action lawsuit.  The SEC conditioned the relief on the adviser forwarding the property within 5 business days and adopting policies and procedures that include recordkeeping.

Our take:  Although the SEC no-action relief is limited to the three fact situations described, the same reasoning should apply to other situations where the adviser acts in the best interest of the client to forward client property to the client or its custodian.   

http://www.sec.gov/divisions/investment/noaction/2007/iaa092007.pdf
SEC’S NEW YORK REGIONAL OFFICE USING NEW INFO REQUEST LIST (9/7/07)

The SEC’s New York Regional Office has issued a new Information Request List in connection with recent exams.  The new list is extremely comprehensive: 25 pages addressing nearly every imaginable topic and transaction.  It also includes an emphasis on interviews: the SEC states that it would like to speak with a member of senior management, the CCO, and the heads of portfolio management, trade execution, admin, IT, AML, and marketing.  The list also focuses on the compliance policies and procedures and the “output” from the application of the policies and procedures to the “daily work flows” of the adviser.  

Our take:  We don’t know whether the SEC has the legal authority to ask for all of this information.  Nevertheless, the document serves as a roadmap for constructing a compliance program and/or testing your current program

http://www.cipperman.com/uploads/SEC_NYRO_Request_List-Aug2007.pdf
COURT UPHOLDS EXCULPATORY CLAUSE IN ASP AGREEMENT (9/6/07)

The United States District Court for the District of New Jersey granted a summary judgment motion to an ASP provider based on the customer agreement’s exculpatory clause, which stated that the provider had no liability resulting from customer’s inability to use the services.   The provider had shut down the services as a result of a violation of its use policies.  The plaintiff argued that the willful breach by the defendant voided the exculpatory clause.  The court dismissed the plaintiff’s argument because the defendant acted in good faith and without gross negligence.

Our take: Although the Court dismissed the case, it did note that it could have voided the exculpatory clause if the defendant had acted with gross negligence or in bad faith.  Before terminating an agreement, consider how a court would view your actions in hindsight.

http://www.cipperman.com/uploads/Asch_v._Adelphia.pdf
SEC WARNS THAT FUNDS CAN’T USE 22C-2 DATA FOR MARKETING (8/29/07)

The SEC’s Division of Investment Management has issued a letter to the Investment Company Institute reminding fund companies that they may not use data obtained pursuant to Rule 22c-2 information-sharing agreements for marketing purposes.  Rule 22c-2 requires funds to obtain from intermediaries certain personal information about underlying shareholders in order to prevent short-term trading in the funds.  According to the Staff, Regulation S-P only allows the sharing of non-public personal information for processing consumer transaction requests and as required by law.  Fund companies, therefore, could only use such information for marketing if the intermediary has given the underlying shareholders notice and an opportunity to opt out.

Our take:  This letter should comfort the intermediary community who fear an end-run by the fund companies to their clients.  Also, most 22c-2 information sharing agreements already require the fund companies to limit their use of non-public personal information.

http://www.sec.gov/divisions/investment/guidance/ici082107.pdf
FINCEN ADOPTS RULE REQUIRING ENHANCED DUE DILIGENCE FOR OFFSHORE CORRESPONDENT ACCOUNTS (8/28/08)

The Financial Crimes Enforcement Network issued its final rule requiring enhanced due diligence for correspondent accounts of certain foreign banks.  The heightened due diligence requirements apply to accounts maintained for a foreign bank operating under a license issued by an offshore jurisdiction (i.e. does not provide banking services to citizens of jurisdiction), a country designated as non-cooperative with AML principles (none yet), or a country designated as warranting special procedures (Nauru).  The enhanced due diligence includes obtaining information about the bank’s AML program, determining whether the bank is maintaining correspondent accounts for other institutions, and determining the owner of the bank.  The new rule, part of the PATRIOT act, applies to covered institutions such as mutual funds and broker-dealers.

Our take:  The new rule are not terribly onerous.  Most comprehensive AML programs have already implemented enhanced due diligence for these more at-risk accounts.

http://www.fincen.gov/31_CFR_Part_103_312_EDD_Rule.pdf
SEC REQUIRES INTERNET AVAILABILITY FOR PROXIES (8/20/07)

The SEC recently adopted amendments to the Securities Exchange Act of 1934 requiring issuers to make proxy materials available on the Internet and to notify shareholders of the Internet availability of the materials.  Under the new amendments, the issuer must send a Notice of Internet Availability of Proxy Materials containing meeting information such as actions to be taken, a Web address where the proxy materials are available, a toll-free phone number, email address, and Web site address where a shareholder can request hard copy of the proxy materials, and any information required under state law or permitted by the rules. An issuer may still choose to deliver paper copies of the proxy materials so long as it makes the proxy materials available online.  Intermediaries may choose whether to deliver the full set of proxy materials or to send only a Notice.  The issuer must provide all necessary information. An intermediary may choose whether its Notice (or notification information) will direct beneficial owners to the issuer’s Web site or its own to access the proxy materials. If an intermediary directs beneficial owners to the issuer’s Web site, the intermediary must explain that the beneficial owners may submit voting instructions to the intermediary, but cannot execute a proxy directly in favor of the issuer unless the intermediary has executed a proxy in favor of the beneficial owner.

Our Take:  The new rules should reduce printing and mailing costs.  However, issuers must still arrange for paper copies for those shareholders requesting it.  Also, we expect much discussion between intermediaries and issuers about information delivery.
http://www.sec.gov/rules/final/2007/34-56135.pdf
FUND MANAGER ORDERED TO NOTIFY CLIENTS ABOUT MIS-USE OF SOFT DOLLARS (8/17/07)

A hedge fund manager that violated the Advisers Act with respect to the receipt of soft dollars was ordered to deliver the SEC Order Imposing Sanctions to each of its investors and prospective investors for a period of 12 months.  The manager also paid $500,000 in disgorgement and penalties.  The hedge fund manager set up a shell company to submit research invoices to broker-dealers that executed brokerage transactions for the fund.  The soft-dollar commissions were used to pay non-28(e) expenses such as salary, rent, and health insurance.  The manager also mis-represented to a client that it used soft dollar commissions solely for expenses within the safe harbor.  The SEC charged violations of the Advisers Act’s anti-fraud prohibitions and books and records requirements.

Our take:  Requiring the manager to notify investors and prospective investors of the SEC Order is probably more punitive than the financial sanctions.   It is noteworthy that the SEC only charged the manager with anti-fraud and books/records but did not charge the manager with directly violating the securities laws by using soft dollars to pay non-28(e) expenses.  

http://www.sec.gov/litigation/admin/2007/ia-2633.pdf
MUTUAL FUND EXEC PUNISHED FOR FALSIFYING INVOICES (8/14/07)

The SEC finalized the decision of an ALJ against a mutual fund executive that defrauded the funds by submitting fraudulent invoices.  The executive submitted fake invoices to the fund’s administrator and custodian for payment to a shell company controlled by the Defendant.   The shell company skimmed the difference between the amount received and the amount actually paid out to legitimate vendors.  The SEC barred the Defendant from the industry and ordered him to pay nearly $90,000 in penalties and interest.

Our take:  Lack of adequate internal controls allowed this bad actor to run amok.  Notably, the SEC did not take any action against the third party administrator or custodian for failing to review and question the fake invoices. 

http://www.sec.gov/litigation/aljdec/2007/id332jtk.pdf
IT EMPLOYEE CHARGED WITH INSIDER TRADING (7/25/07)

The SEC has filed insider-trading charges against an IT employee who used his access to obtain, and trade on, material non-public information.  The Defendant was the e-mail system administrator for a company considering making a tender offer for a target company.  The Defendant used his access to obtain non-public information about the impending tender offer and bought securities in the target company ahead of any public announcement.  The company had signed a confidentiality agreement with an investment bank that included a prohibition on trading on material non-public information.  Additionally, the Defendant had signed an employee confidentiality pledge.

Our take: This is a company’s nightmare scenario: someone with tremendous access abusing his position to make a personal profit.  Although the current complaint does not allege any violations against the employer, it will be noteworthy to see whether the employer is accused of having insufficient safeguards, even though it required the confidentiality pledge.

http://www.sec.gov/news/press/2007/2007-139.htm
SOFTWARE EXECS SUED FOR REVENUE RECOGNITION POLICIES (7/19/07)

The SEC filed a civil action against the CEO and CFO of a publicly-traded software firm and instituted a settled enforcement proceeding against the firm itself for overstating software licensing revenue.   The SEC charged that the executives and the firm violated SOP 97-2 through the following actions: (i) arranging for a third party shell company to purchase software licenses that could not be paid until the true customer entered into user agreements; (ii) utilizing parking arrangements whereby a third party held software pending sale as a way to accelerate revenue recognition; (iii) recognizing revenue even though a client’s payment was contingent on funding a letter of credit and performing outsourcing services for the software firm; and (iv) allocating revenue to platform software that should have been allocated to software in development that had not yet been delivered.  The Commission has alleged violations of Section 17(a) of the Securities Act and Rule 10b-5 of the Exchange Act.

Our take: The SEC has been consistent in requiring that software firms pursue conservative revenue recognition policies in strict compliance with SOP 97-2.  The Commission wants to make it clear that failure to comply will result in significant sanctions that will not justify the risk taken to accelerate revenue.

http://www.sec.gov/litigation/litreleases/2007/lr20197.htm
http://www.sec.gov/litigation/complaints/2007/comp20197-sweeney.pdf
SEC ALLOWS USE OF ELECTRONIC TRADING SYSTEM TO DELIVER CONFIRMS (7/11/07)

The SEC Division of Market Regulation granted no-action relief to allow investment advisers, broker-dealers, and custodial banks to utilize the facilities of an electronic trade automation system to provide confirmations in accordance with Rule 10b-10.  The relief was provided with respect to SunGard’s STN system.  Rather than forcing the users of the system to create a separate confirmation procedure (electronic or paper), the trading system itself would generate the confirmations.  Intermediary users of the system would retain their obligations under Rule 10b-10 but could use the trading system to facilitate the delivery of the confirmations.

Our take:  Although this relief is consistent with previous no-action positions, it provides significant comfort (and cost savings) to users of STN.

http://www.sec.gov/divisions/marketreg/mr-noaction/2007/sungard070307-10b-10.pdf
PRIVATE EQUITY FIRM CENSURED IN CONNECTION WITH PORTFOLIO VALUATION (7/9/07)

The SEC settled an enforcement action against a private equity firm structured as a business development company for failing to keep proper records when valuing its portfolio investments.  The SEC noted that, as a BDC, the firm was required to value its portfolio in accordance with the Investment Company Act.  The correct valuation of a portfolio security would be the price the firm reasonably expected to receive on a current sale of the security as described in ASR 118.  The firm used different valuation methodologies for different securities, failed to keep back-up books and records, failed to ensure that the valuations complied with GAAP, and stocked its valuation committee with its investment professionals rather than objective persons.  The firm agreed to employ an objective Chief Valuation Officer and to utilize third-party valuation consultants.

Our take: Valuation of illiquid or private securities is an SEC hot-button issue.  Many private equity firms, who are structured as business development companies, should consider SEC guidance about security valuation to avoid this type of action.
http://www.sec.gov/litigation/admin/2007/34-55931.pdf
FEDERAL COURT DISMISSES DISCLOSURE CLAIMS AGAINST 401(k) PLAN SPONSOR AND RECORDKEEPER (7/9/07)

The U.S. District Court for the Western District of Wisconsin dismissed a suit brought by 401(k) participants against the plan sponsor and the manager of the underlying funds and its affiliated recordkeeper.  The plaintiffs contended that the plan sponsor breached its fiduciary duty because it did not describe, in the Summary Plan Description, revenue sharing between the fund manager and its affiliated recordkeeper.  As with many similar arrangements, the recordkeeper received compensation from an affiliated fund manager rather than charge the plan directly for recordkeeping services.  The Court dismissed the complaint on the ground that ERISA did not require revenue sharing disclosure, even though the Department of Labor had recently considered it.  The Court also rejected the claim that the plan sponsor did not comply with the 404(c) safe harbor because the participants did not have sufficient choice of investment options.  The Court noted that the plan participants could have purchased over 2500 funds through a brokerage option.

Our take:  The case is a total victory for the fund industry and plan sponsors.  The only questions that remain are whether the result would have been the same if (a) the recordkeeper and the fund manager were not affiliated or (b) the plan sponsor did not offer the brokerage option.

http://www.wiwd.uscourts.gov/bcgi-bin/opinions/district_opinions/C/06/06-C-719-S-06-21-07.PDF
FINCEN ISSUES SAR GUIDANCE (7/3/07)

The Financial Crimes Enforcement Network (FinCEN) of the U.S. Department of the Treasury recently issued guidance with respect to suspicious activity reporting.   First, when FinCEN, or another appropriate law enforcement or regulatory agency requests the supporting documentation to a suspicious activity report (SAR), financial institutions are required to provide that material.  Financial institutions should confirm that their anti-money laundering (AML) programs include procedures to verify that the requestor is a representative of FinCEN or other appropriate agency in order to avoid providing the information to an unauthorized party.   According to FinCEN, the Right to Financial Privacy Act's requirements relating to disclosure of customer financial records does not apply when a financial institution provides a copy of SAR documentation to FinCEN or other appropriate agency.  Second, where a firm has an account with suspicious or potential criminal activity and law enforcement requests that the financial institution keep the account open, financial institutions should seek a written request from the law enforcement agency which should be issued by a supervisory agent, an attorney within the agency or an attorney at the state or federal level.

Our take: FinCEN’s authority trumps privacy regulations.  But, before delivering any information, financial institutions should ensure (in writing) that requests come from legitimate sources.  

http://www.fincen.gov/Supporting_Documentation_Guidance.html
http://www.fincen.gov/Maintaining_Accounts_Guidance.html.
SEC FINES BROKER-DEALER $8 MILLION BECAUSE ITS IN-HOUSE EXECUTION SYSTEM VIOLATED SECURITIES LAWS (5/10/07)  

Under a settlement with the SEC, a broker-dealer will be required to pay nearly $8 Million in disgorgement and penalties because its trading and execution system failed to ensure best execution.  The BD utilized an internally-developed system for retail execution.  The system embedded undisclosed mark-ups/mark-downs and slowed order execution for the benefit of the broker-dealer.  As a result, additional compensation was not properly disclosed to clients.  The BD had replaced commercial third-party applications with the in-house product.  The firm’s compliance function did not have the opportunity to review the adequacy of the system.

Our take:  The SEC suggests, although never specifically alleges, that an inherent conflict of interest arose when the BD implemented its own system.  We wonder whether the BD would have been found liable had it used third party software.

http://www.sec.gov/litigation/admin/2007/34-55726.pdf
NEW YORK STATE TAKES ACTION AGAINST COMPANY FOR FAILING TO NOTIFY CLIENT OF MISSING PERSONAL INFORMATION (5/3/07)

The New York State Attorney General announced the first settlement under New York’s Information Security Breach and Notification Law against a company who failed to timely report the theft of a computer that contained personal information.  The new law requires any business that maintains private information that it does not own to notify the owner of any security breach “immediately following discovery.”  The company/respondent waited approximately 6 weeks before notifying the client/owner and the FBI.  Following an investigation, the FBI determined that an employee of a cleaning contractor had stolen the computer.  The company/respondent agreed to pay $60,000 for costs and agreed to implement more extensive security procedures.

Our take: The states have taken the lead in ensuring the protection of personal information.  Other states will adopt and enforce laws similar to the New York statute.  We recommend adding a notice to client requirement to your security procedures.

http://www.oag.state.ny.us/press/2007/apr/apr26a_07.html
BANKRUPTCY COURT CLAWS BACK MARGIN PAYMENTS MADE TO HEDGE FUND PRIME BROKER (5/1/07)

The United States Bankruptcy Court for the Southern District of New York voided margin payments made by a bankrupt fund to its prime broker during the 12-month period preceding the bankruptcy filing.  The Bankruptcy Trustee relied on Section 548 of the Bankruptcy Code to avoid the margin payments as a “fraudulent conveyance.”  The Court rejected the prime broker’s argument that it was a mere conduit and not a transferee because it (i) had a security interest in the transferred funds, (ii) held the funds as collateral for short sales, and (iii) used the funds to cover short positions.  The Court concluded that the prime broker was therefore protecting its own economic well-being.

Our take:  Hedge fund service providers beware.  Bankruptcy courts are willing to use their fraudulent conveyance powers to claw back compensation received prior to the bankruptcy filing.  This added risk may need to be factored into fees charged to riskier clients.

http://www.nysb.uscourts.gov/opinions/brl/33347_136_opinion.pdf
PRESIDENT’S TASK FORCE ISSUES IDENTITY THEFT PLAN (4/24/07)

The President’s Identity Theft Task Force released its strategic plan to combat identity theft.  In part, the Plan is designed to ensure “data protection for sensitive consumer information maintained by the public sector, private   sector, and consumers.”  Among its recommendations include establishing “national standards” for private companies to safeguard personal data and provide notice when a breach occurs.  The Plan also calls for legislation to criminalize the misappropriation of information belonging to corporations and organizations.

Our take: Expect additional language in technology agreements and confidentiality agreements.  Also, the work of the Task Force sends a message to the financial services industry that protection of consumer information is a high priority for the regulators.

http://www.idtheft.gov/
FEDERAL COURT ENJOINS AND FINES SOFTWARE CEO FOR REVENUE RECOGNITION (4/4/07)

The US District Court for the Southern District of New York entered a final judgment against the CEO of a software company that allowed revenue recognition even though a software sale to a school district was contingent on school board approval.  Following delivery of financial statements, the school district ran into “unexpected financial difficulties” and informed the software company that school board approval was “highly doubtful.”  Rather than immediately reversing the transaction, the company tried to classify it as a bad debt.

Our take: The SEC continues to require conservatism with respect to recognizing revenue for software sales and licensing.

http://www.sec.gov/litigation/complaints/2007/comp20064.pdf
SEC FINES SOFTWARE EXEC $8 MILLION FOR SELLING VAPORWARE (2/22/07)

The SEC settled civil charges against a CEO of a software company in connection with over-stating software licensing revenue in violation of the anti-fraud provision and related provisions of the securities laws.  The executive must pay an $8.3 Million fine and is barred from serving as a public company officer or director for five years.   The SEC alleged that the executive knew or recklessly disregarded that his company’s software lacked essential functionality and required extensive customization and modification (referred to as “vaporware” by one of the other defendants).   The company also engaged in barter transactions with a customer.  

Our take:  While it may be clear in this case that the company was selling “vaporware,” it is a very subjective question whether software requires additional customization and modification before recognizing.  Our advice is to remain conservative with respect to revenue recognition, especially with respect to new software.

http://www.sec.gov/litigation/complaints/comp19306.pdf
ICI “REMINDS” INTERMEDIARIES OF RULE 22C-2’S APRIL 16 DEADLINE (2/12/07)

The ICI has sent a letter (attached) to several trade groups representing intermediaries reminding them that Rule 22c-2 requires the execution of shareholder information agreements with mutual fund companies by April 16, 2007.  The ICI expressed concern that the intermediaries were “largely unaware” of the Rule’s requirements.  Without an executed agreement, the intermediary would be prohibited from purchasing the relevant funds.  

Our take:  We don’t think the intermediaries are “largely unaware” of Rule 22c-2’s requirements.  They are relying on the fund companies to (spend the money to) ensure compliance.  Many of the larger broker-dealers and TPAs have significant market power.  Also, Rule 22c-2 puts the burden on the fund companies.  

PRESIDENT PROPOSES TAX BASIS REPORTING (2/7/07)

The President’s budget proposal would require brokers, mutual funds, asset managers and fiduciaries to report to the IRS basis information about publicly traded securities including mutual funds.  (See page 64 of attached analysis.) Additionally, such entities would be required to determine short-term and long-term gain/loss for holders.  The proposal would make the provisions applicable for securities acquired after 12/31/08.

Our take:  Expensive.  The technology infrastructure alone will cost the industry millions.  We expect a hard lobbying effort against this proposal.

http://www.treas.gov/offices/tax-policy/library/bluebk07.pdf
RELIEF FROM 22C-2 FOR FOREIGN INTERMEDIARIES (2/5/07)

The SEC has granted No-Action relief to allow foreign financial intermediaries to deliver shareholder information under Rule 22c-2 that is linked to identification numbers generated by the intermediary rather than linked to government issued identification numbers.  The No-Action relief only applies to shareholder accounts established before January 1, 2008 and to the extent that the foreign intermediary is prohibited by applicable law from delivering a government issued identification number with shareholder consent.

Our take:  This limited relief is another example of the SEC managing the unintended consequences of Rule 22c-2.

SEC EXPANDS XBRL PROGRAM (2/1/07)

The SEC voted to publish for comments rule amendments expanding the XBRL program to allow mutual funds to submit tagged risk/return information.  The program would be voluntary and supplemental to the required N-1A disclosure.  For the uninitiated, the XBRL program involves the tagging of data elements in a prospectus to more easily allow investors (and regulators) to search and compare disclosure among several funds.

Cipperman's take: Chairman Cox continues his push for interactive data tagging.  The program is voluntary today, but expect it to become mandatory in the future.  The program may also tie in with the Division of Investment Management's statements about revising Form N-1A (again).

http://www.sec.gov/news/press/2007/2007-12.htm
AMEX KICKS OFF OPTIONS PENNY-PRICING PROGRAM (1/29/07)

The Amex kicked off its pilot program to quote certain options in pennies.  The SEC gave a green light to the pilot program last year.  The program includes 13 options, which the SEC states is a diverse group with varied trading characteristics.  The goal of the program is better pricing and transparency.  

Moving to penny quoting is probably good news for hedge fund managers, but may crimp the profits of the broker-dealers with whom they trade.  Given Chairman Cox's enthusiastic support of the pilot program, you should expect it to continue and expand.

http://www.sec.gov/rules/sro/amex/2007/34-55162.pdf
SEC ALLOWS WEB-BASED PROXIES (1/23/07)

The SEC adopted a Rule allowing issuers to furnish proxy materials via the Internet.  (See attached link.) The new Rule is a welcome change for the Fund industry.  Web-based proxy delivery will significantly lower the cost of a proxy solicitation, and, perhaps, change the decisions of management and boards when determining whether to pursue courses of action that require shareholder approval.

The new Rule requires that shareholders receive a Notice of Internet Availability of Proxy Materials at least 40 days before the meeting date.  The Notice must provide a means of accessing a paper version of the proxy statement.  The proxy card must trail the Notice by at least 10 days.  

In a companion release, the SEC proposed requiring proxy materials to be made available via the Web.  

http://www.sec.gov/rules/final/2007/34-55146.pdf
SEC FILES ACTION AGAINST SOFTWARE EXECS FOR REVENUE RECOGNITION (1/11/07)

The SEC filed a civil action against the Chairman, CEO, and CFO of a software company for engaging in a fraudulent revenue recognition scheme by recognizing revenue on software contracts that were not executed in the appropriate fiscal quarter and/or the earnings process was incomplete due to contingencies.   (See attached.)  The US Attorney for the Southern District of New York also filed criminal charges against the CEO.  In its complaint, the SEC alleged that the company did not follow AICPA SOP 97-2 and SEC SAB 101 in connection with recognizing revenue, thereby overstating revenue on its financial statements in violation of several provisions of the Exchange Act.    

The complaint is notable in that the SEC (and the U.S. Attorney) has taken action directly against the executives.  Also, the alleged overstatement averaged approximately 7% per fiscal year from 2000 to 2004.  The SEC has likely taken the action because of the continuing and consistent nature of the violations.

Please call me should you wish to discuss further.

http://www.sec.gov/litigation/litreleases/2007/lr19960.htm
ICI ISSUES MODEL 22C-2 LANGUAGE FOR VARIABLE ANNUITIES (1/8/07)

The ICI, together with NAVA have issued model Rule 22c-2 contract language for use with insurance company financial intermediaries in connection with variable products.  (See attached.)   The model provisions supplement the model contract provisions previously proposed by the ICI.

OATS REPORTING APPLICABLE TO OTC EQUITIES (12/12/06)

The NASD has made OATS reporting applicable to OTC equities.  Reporting begins June 11, 2007.  Unfortunately, this means that the NASD is not scaling back the OATS machine any time soon.  

See the attached link.

http://www.nasd.com/web/groups/rules_regs/documents/notice_to_members/nasdw_018047.pdf
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